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obouT this zine

Your browser uses HTTP every time it visits a website. Like a

lot of the tech that runs the internet, unders’randins HTTP
isn't that hard!

This zine's Soal is to take Yyou from:

muy website isn't working righi"
bQCQuSe O‘F some weird
Cacking/cookies/ CORS +hin5

000©°

><O

hmm, I have o caching Problem

i T can just look aft my
reques'l' + resPonse headers ,
consult the docomentotion,
ond figure out how to fix it

><O

published by wizard industries (https://wizardzines.com)
cover art by Vladimir Kasikovié

ond I'm not sure whece +o stact

how Yo learn more

¥ Mozilla Developer Network

https://developer.mozilla.org

MDN is a fantastic wiki maintained by Mozilla. It has tutorials
and reference documentation for HTML, CSS, HTTP, Javascript.
It's the best place to start for reference documentation.

¥ OWASP

https://cheatsheetseries.owasp.org

OWASP is an organization that publishes security best practices.
If you have a question about web security, they've probably
published a cheat sheet or 3uide to help you.

¢ httpstatuses.com

Nice little site that explains all the HTTP status codes.

¥ RFCs Pu+ RFC number here
https://tools.ietf.org/html/rfcXXXX

RFCs are numbered documents (like "RFC 2631"). Every Internet
profocol (like TLS or HTTP) has an RFC. These are where you go
to find the Official Final Answers to technical ques’rions Yyou
have about any internet standard. The HTTP standard is mostly
documented in 6 RFCs numbered 7230 to 7235.

is +he Host header
aci'uall&j required?
the final ansg

Don't be scared of usin3 an RFC if you want to kKnow for sure!

27

Yes, section 5.4
of RFC 7230

says so !
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whaot's HTTP?

) i
HTTP is the protocol (ﬁjperfex1' Transfer Protocol) that's
vused when You visit any website in your browser.

HTTP re UeS‘f‘
/////"7;;;?52732?7;;:;\\\\\\‘
e
(<]
Servecr
HTTP response

Ca-‘i‘.si—?—

The excifins 1'hin3 about HTTP ie that even fhoush it's
used for literally every website, HTTP requesfs and
responses are easy to look at and understand:

— here's an HTTP
i\_/ ’ response ¥

Servecr

that response has
the wrong Con‘l‘en‘i‘-Type
header, that's why the

website isn't
workins v

Example of what an HTTP request and response might ook like:

X requesf response
e {GET / HTTP/1.1 statos{HTTP/1.1 200 OK

Host: examplecat.com Cache-Control: max-age=604800
headers | User-Agent: curl Content-Type: text/html
Accept: */x Etag: "1541025663+ident”
heaoders ( Server: ECS (nyb/1DoB)
Vary: Accept-Encoding
X-Cache: HIT
Content-Length: 1270

<!doctype html>
<title>Example Cat</title>

bod Y

All that text is a lot to understand, so let's 3e+ started
(earnin3 what all of it means!

L{

securh‘g heoders

These are headers your server can set. They ask the browser
to protect your users' data against attackers in different ways:

Content -Securit ’Policg often called CsSP

Onlj allow CSS / Javascript from certain domains you choose to
run on your website. Helps protect a3ains’r cross—sife—scrip’ring
(aka XSS) attacks.

Refecrer- Polica3

Control how much information is sent to other sites in ’rhe“
. spelling s
Referer header. Example: Referrer-Policy: no-referrer. ,‘r\consigsl'erd'

with Refecer
Sjrric+—TransporJr-Secor ﬁb

header X

often called HsTS
Require HTTPS. If you set this the client (browser) will never
request a plain HTTP version of your site again. Be carefull
You can't take it back!

Certificate Transparency (CT) is a system that can help find
malicious SSL certificates issued for your site. This header 3ives
the browser a URL to use to report bad certificates to you.

X-XSS - Protection

Another way fo protect against XSS attacks. Not supported by
all browsers, Content-Security-Policy is more powerful.
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what's o header *

Every HTTP request and response has headers. Headers are a
way for the browser or server to send extra information!

/Eccep‘\‘—Encodingz gzip)

X this means
" T understand compressed responses”

Headers have a name and a valve.
Accept-Encoding: gzip
?

Nname. valve

Header names aren't case sensitive:

T
totally valid aCcEPT-ENCOdInﬁ t g2ip

There are a few different kinds of headers:
Describe the bodtj'.

Content-Type: image/png Content-Encoding: gzip

Content-Length: 12345 Content-Language: es-ES Ewui Accept-

header has a
correspondin3
Content- header

Ask for a speci'Fn‘c Kind of response.-

Accept-Encoding: gzip
Accept-Language: es-ES

Accept: image/png
Range: bytes=1-10

Man age coches:

ETag: "abcl123" If-Modified-Since: 3 Aug 2019 13:00:00 GMT

If-None-Match: "abcl123" Last-Modified: 3 Feb 2018 11:00:00 GMT

Vary: Accept-Encoding Expires: 27 Sep 2019 13:07:49 GMT
Cache-Control: public, max-age=300

Sas where the reques‘i’ comes From:

User-Agent: curl Referer: https://examplecat.com

Cookies:
Set-Cookie: name=julia; HttpOnly (servec = client)
Cookie: name=julia (client —»server)

and more ¥

whmj the same origin
po\ic5 motters

Browsers work hard to make sure that evil.com can't make
requesfs to other-website.com. But evil.com can requesf
other-website.com from its own server, what's the bi3 deal?

2 reasons it's important fo restrict Javascript on websites
from maKinﬂ arbifrarj reques’rs from your browser:

Reason 1: cookies

Browsers often send your cookies with HTTP reques’rs. You
don't want evil.com to be able to make reclues’rs usin3 your
(o&in cookKies. The:-,'d be (oaged in as you!

evil.com
jowascript

Yhe browser

o.c_‘\'ua\ltﬂ \.ﬂﬂ do i+Y

send o. GET request +3
mail.google.com with
their current login cookies

TN doit, but
7
You con't see

the response unless
the server says

it's ckay

Reason 2: network occess

You mghf be on a private network (for example your company's
corporate network) that evil.com doesn't have access to, but
your computer does.

POST request to
— secre‘\'s.corp.compan%.com/ send_money

evil.com
’Savasarip‘l’

No ! Same origin polic%!
T'm not even qoing to make
that request without
checking first

23




Jan3s Yt

o4 buipuas Aoddep Jw, : aweu
249M NOSS Yt /{ “ P “ “ “}

:Rpoq 4sanba) 07 :Yy18us-1uU91U0)

uosC/uotiedtTdde :adA]-1usluo) $s»29P0Y
wod -3eoa1dwexs :31SOH
T°T1/dL1H 3ed ppe/ lSOd\

hpoq 40
ad by Juayvod

poyfaw

:Rpog NOSS © ypm J,sanba.a 1504 2)dwoxa up §,243H

..... 1975007

T eTTTIZOW :3Ua8Y-J9sn $)agvay
pajsanbas __, woo-jedaTdwexs :3SOH
buaq urowop . 1y 3U<}'1E’3/ 139 c
nbaa onsQ

Gui alz‘a+;jJnosaJ K}Sod 20 ’La‘?)o\\l\aw )
‘Rpog v aaDY pusa0p 41 “4asMouq Jnoh Ul YN

v 2dh} noh uaym suaddoy yoym st yoym ‘ysanbas 139 b 541

‘bud* 3e0 /woo* 3e0aTdwexs 104 4.39{\199.1 77T dLLH uo S siyL

/
VoSN dLIH

‘op Ryjonsn sysanbas 1504 puv Rpog o 2ADY
nuop Ronsn sysanbau 139 “Rpag 4sanbau pouoiydo uv s2u9y )
(42AJ2S Y4 JOS UOILDWIOLU! VILXD) SIFPDIY
(35)2 Gugq;,awos 10 '150d ‘139) Poyiow v«
(Bud-3eo/ 231)) 291N0S3J D«
(woo* 3edaTdwexa 231)) UTOWOp Dé—
:an0y shom)o sysanbaa 1 in

x (sanba) g1LH ¥
U© 40 Mwopouy

QamoTy & a3IN3d [4¢

& o~
L SM+ MOY SHapway

S‘UOJ S'DSUOdSQJ aLH. OP
San .
i + ba, Y+ 3)'”“‘ ‘__/ ‘ @
J3p03Y VJILX3 OU pup

L SM+ MOYY Shapway

S99) §;3sv0dsas 2yt 00 /

ysanbas 4yBisaud
SNOILO UD 0p
R

Bpoq ou y4im psanbay
139 0 9)dwoxa 204 @
AN ;i sanbay gydwis
" o syt st

o 2s0 sbuiyy Jayto Mag
v puv ‘s but> ‘ss)

pama|io
\

gw_G!Jo JUa13440 ¥ WOL4
‘\ pamo|v 2dhy 3sanbaus syt S|
J Pwit SY0D
0

pamaljo <—<—— L ATFPPX3 Yoyow

w10 3y} sa0p

i 2092105 fow 323Yd sw 43 4d1aosonvg
) WD |INg
= @ sty4 o4 4sanbas v yvw a%E

:s3J4om 4 Moy R)jooisog 2434 apod 1diudsoapg snoiow
wouy noh }o240id suasmoig hom auo s Ronod U!G!JO 2wWos 2y )

"53A 49u ‘ou 51 é

+100420 2yt 3!pou

g;.,h-.wo:-.po:ra\dwwoxa'%qqn_‘.//:squ :3)dwoxa
tJod + surouwopgns Gugpnpu! urowop + jov0404d 3y} sI aibiio uy

Faned uibuo awos ayy



reques+ methods

Every HTTP requesf has a method. 1t's the first fhin3 in the
first line: o This means its oo GET request

GET /cat.png HTTP/1.1
There are 4 methods in the HTTP standard. 80% of the time
you'll only use 2 (GET and POST).

GET When you type an URL into your browser, that's a
GET request.

examplecat.com/cat.png QJ

GET /cat.png

Host: examplecat.com 200 OK

Content-Type: image/png —
<)

<the cat picture>

PO T When you hit submit on a form, that's (usually) a
POST reques’r

POST /add_cat 200 OK
Content-Type: application/json|| Content-Type: text/html

{"name": "mr darcy"} <after sign up page>

The big difference between GET and POST is that GETs are
never supposed to change anything on the server.

X POST requests usually have
o request bodg

HE AD Returns the same result as GET, but without
the response body. no image

% Just headers

200 O \
) HEAD /cat.png Content Type: 1mage/p@7

cectificates

To establish an HTTPS connection to examplecat.com, the
client needs proof that the server actually is examplecat.com.

hetj I want exampleco& com
here's proo‘f thot ITm
Examplec.ad' com
server

browser

.\-Hne PraoF is called o certificate.

A TLS certificate has:
—a set of domains it's valid for (63 examplecat.com)
—+a start and end date (example: july 1 2014 to oct 1 2019)
—»a secret private Key which only the server hase_
—a public key to use when encrgpfina
—a crgpfographic signafure from someone trusted

this is the only
secret part, the
restis public

wizardzines.com , _‘é’_
Sul 1-0ct 1 2019 ',gf,‘c,s,ypt

Lpublic key>
The trusted entity that signs the certificate is called a

* Certificate Authority # (CA) and they're responsible for
only sijninﬂ certificates for a domain for that domain's owner.

will you Slsr\ this cectificate —
{for example cat.com 7 g

let's

|O\ no I Checked Encrspk
examplecat.com/.well-known/acme-challenge

and you don't own that domain.

When your browser connects fo examplecat.com, it validates
the certificates usins a list of trusted CAs installed on your
computer. These CAs are called "root certificate authorities".

the examplecat.com cert is signed by Let's Encrypl”

000
2) Leths Encrgp‘i's cect is signed by TdenTrust+
3) IdenTrust is 0n my +rusted list+
browser 9) 4his is okq5Y

7|
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reques\’ headers

These are the most important request headers:

The domain. Nname + version website that linked
The ol’r:llﬁ required of your browser or induded the resource
eader. ond 0S

Host: examplecat.com User-Agent: curl 7.0.2 Referer: https://examplecat.com

t\/85, it misspelled'.
Authorization
€q a password send cookies the

lets you continue
or APT +oken Server senf earlier

downloads (“get
basebd encoded user: passwadd keePS Yyou 1038&(.‘] in. bkj'\'es 100 - 200“\

Authorization: Basic YXZ Cookie: user=bork Range: bytes=100-200

w T -Modified - Smce —F None - Match

“mox - age = 60"  onlu send if resource Onl send if the

means CCLCh'?'Ab woas modified after ETace doesn't match
re?g;“i;i:zso e this time those listed
seconds old If-Modified-Since: Wed, 21 Oct... If-None-Match: "e7ddac”

ACCCP""E"C"A"'B Accept-Language

MIME type you set this to “gzip” set this +o “fr-cA’
wont the response and you [t Probablg ge‘\' and you migh\' ge+q

o be O. compressed response response in French
Accept: image/png Accept-Encoding: gzip

” Content-Encoding “

MIME type of
request body, eq.

Accept-Language: fr-CA

Whether to keep the

the request body
TCP connection open.

“0\ Pplica‘\"\on /)SOn" is 32|Pped

10

will be gzip" i “close” oc “keep-alive”,

HTTP/2

HTTP/2 is a new version of HTTP.
Here's what you need to Know:

*x A lot isn't changing
All the methods, status codes, reques’r/response bodies,
and headers mean exactly the same ’rhinﬂ in HTTP/2.

aftec (HTTP/2)
one change: method:  GET
path: /cat.gif Host heade~  path: /cat.gif
headers: =y au’rkori’ry-»authority: examplecat.com
- Host: examplecat.com headers:
- User-Agent: curl - User-Agent: curl

before (HTTP/1.1)
method: GET

X HTTP/2 is faster

Even ’rhough the data sent is the same, the way HTTP/2 sends it
is different. The main differences are:

-¥ It's a binary format (it's harder to tcpdump traffic and debu&)
-* Headers are compressed

= Multiple requests can be sent on the same connection af a time
aftec (HTTP/2)

— reques+ 1
— reques+ 2

before (HTTP/1.1)

—» request 1
one TCP

response 1 «
Connection

— request 2 out of <resPonse 2 <

0‘“‘2 response 1 <

response 2 < e 0

All these chanjes fogefher mean that HTTP/2 requesfs often
take less time than the same HTTP/1.1 requesfs.
X Sometimes you can switch to it easily

A lot of software (CDNs, nﬁinx) let clients connect with
HTTP/2 even if your server still only supports HTTP/1.1.

/_\ -
<]
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anafomy of an
HTTP response

HTTP responses have:
—» a status code (200 OK! 404 not found!)

—» headers

— a body (HTML, an image, JSON, etce)
Here's the HTTP response from examplecat.com/cat.txt:

HTTP/1.1 (OK\ status } status code
Accept-Ranges: bytes

Cache-Control: public, max-age=0
Content-Length: 33

Content-Type: text/plain; charset=UTF-8
Date: Mon, 09 Sep 2019 01:57:35 GMT

Etag: "acbaffa59f554a1440043537ae973790-ss1”
Strict-Transport-Security: max-age=31536000
Age: @

Server: Netlify

\ /\
y (e
C /oy
V()]

There are a few Kinds of response headers:
when the resource was sent/modified:

Date: Mon, 09 Sep 2019 01:57:35 GMT
Last-Modified: 3 Feb 2017 13:00:00 GMT

about the response body:

headers

ot VY

bod:j

Content-Language: en-US
Content-Length: 33

caching:

Content-Type: text/plain; charset=UTF-8
Content-Encoding: gzip

ETag: "acbaffa..."
Vary: Accept-Encoding
security: (see page 25)

X-Frame-Options: DENY
X-XSS-Protection: 1

Age: 255
Cache-Control: public, max-age=0

Strict-Transport-Security: max-age=31536000
Content-Security-Policy: default-src https:

and more:

Connection: keep-alive Accept-Ranges: bytes

Via: nginx

Set-Cookie: cat=darcy; HttpOnly; expires=27-Feb-2020 13:18:57 GMT;

|7

response header
ond

reques+ header

1§ -Modi fied -Since

is similar o

T $-None - Match
but with

Last-Modified

instead of ETag

response
header

caching headers

These 3 headers let the browser avoid
down(oadina an unchqnaed file a second time.
the ne)d'dac:\’

coxs.csst Tve seen

+hat file before. Tl
ask if it chansed!

initial request™

+his page needs cats.css)
let’s requestit !

(<]

o
°° °
s == || )

GET cats.css, —
I£-None- Hatch: ab23ef

browser .
°  |ETag:ab23ef s::’:( " browser
°, \_¢the css file® +h$ . 0
0
o iy » (o4 Not Modified
OK, T'll save version 0

ab23ef of cats-css
in case T need it later—

Yay L can use the oldone
the page will load faster

Sometimes the same URL can have multiple
versions (spanish, compressed or not, etc).

Caches cafesorize the versions bj requesf header
like this:

Cache-Control

reques+ AND
heade

Accept -Language Accep‘l'-Encode conteat
en-US - hello
es-ES - hola
en-US gzip f8uxGqzef ™.
(compressed grbbertsh)

The vary header tells the cache which requesf
headers should be the columns of this table.

Used bj both clients and servers to
control caching behaviour. For example:

response Cache-Control: max-age=99999999999
s from the server asks the CDN or browser

| 7

to cache the fhin3 for a (ons time.
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HTTP stotus codes

Every HTTP response has a kstatus codek.

m/@( not ‘FOU&

browser request s:r:j«és response. secver
There are 50ish status codes but these are the
most common ones in real life:

200 OK

3 2xxX S mean

% succeSS X
301 Moved Permanently Uxx s aren'F
302 Found errors, just
temporary redirect vedirects Yo
304 Not Modified somewhere else
the client already has the latest
version, "redirect" to that

API Key/OAuth/something needed client's Fault:

404 Not Found
we all know this one :)

it made some
Kind of invalid
429 Too Many Requests request

You're bein3 rate limited

500 Internal Server Error 5xx errors
the server code has an error %enera115 mean
)

400 Bad Request Yxx errors are
403 Forbidden %eneralls the

503 Service Unavailable Sé"‘e“‘fﬂs's wrong
could mean nginx (or whatever proxy with the secver.

couldn't connect to the server

504 Gateway Timeout
H the server was too slow to respond

hou cooKies work

Cookies are a way for a server to store a little bit of
information in your browser.
They're set with the set-cookie response header, like this:

Liest request: secvec sets o coskie

GET /my-cats
~ name = value
200 oK ] it

Set-Cookie: user = bork; HitpOnly secver
< response bod\t3>

cookie op‘h'O(\S
(expirti\ aoes hece)
(|

browser

Everg reques‘i‘ after: browser sends +he cookie back

GET /mg—ca“’s
Cookie : user= bork.

browser

O

o
oh, this is bOrkY T don4) © sever

need to ask them who
H\e5 ace then !

Cookies are used by many websites to keep you (oased in.
Instead of user=bork they'll set a cookie like
sessionid=long-incomprehensible-id. This is important
because if they just set a simple cookie like user=bork,
anyone could pretend to be bork by setting that cookie!

Designina a secure (osin sgsfcm with cookies is cluife
difficult — to learn more about it, 3003(6 "OWASP Session
Managemem Cheat Sheet". |5



